
ACL        Access Control List

AES        Advanced Encryption System

API         Application Programming Interface

BYOD     Bring Your Own Device

CAD       Computer-aided Design

CBSP     Cloud-based Security Providers

CIO        Chief Information Officer

CISO      Chief Information Security Officer

CMS      Content Management System

COTS	    Commercial Off-the-Shelf

CPO	   Chief Procurement Officer

CPU	   Central Processing Unit

CRM	   Customer Relationship Management

CTO	   Chief Technology Officer

D2D	   Device to Device

DaaS	   Desktop as a Service

DDI	   Design, Develop, Implementation

DHCP	   Dynamic Host Configuration Protocol

DNS	   Domain Name System

DRaaS	  Disaster Recovery as a Service

DW	   Data Warehouse

ECM	   Enterprise Content Management

EDI	   Electronic Data Interchange

EFT	   Electronic Funds Transfer

EOL	   End of Life

EPM	   Enterprise Project Management

ERP	   Enterprise Resource Planning

ETL        Extract, Transform, Load procedure

EUC	   End User Computing

FIDM	   Financial Institution Data Matching

FISMA	  Federal Information Security Management Act

FTP	   File Transfer Protocol

GIF	   Graphics Interchange Format

GSA	   General Service Administration

GUI	   Graphical User Interface

HDCP	   High-Bandwidth Digital Content Protection

HIPAA	   Health Insurance Portability and 
               Accountability Act 

HTML	   Hypertext Markup Language

HTTP	   Hypertext Transfer Protocol

HTTPS	  Hypertext Transfer Protocol Over Secure 
               Sockets Layer

IaaS	   Infrastructure as a Service

ICT	   Information and Communication Technology

IoT	   Internet of Things

IP	   Internet Protocol

IP               Internet Protocol Configuration
Config

IPSec	   Internet Protocol Security

ISP	   Internet Service Provider

JAD	   Joint Application Development

LAN	   Local Area Network

MAC	   Media Access Control

M&O	   Maintenance and Operation

IT Related Acronyms



2  |  IT Related Acronyms

MDM	   Mobile Device Management

MFA	   Multi-Factor Authentication

MOA      Memorandum of Agreement

MOU	   Memorandum of understanding

MPLS	     Multiprotocol Label Switching

NASCIO   National Association of State Chief 
                 Information Officers

NIST	     National Institute of Standards 
                   and Technology

NTP	     Network Time Protocol

OEM	     Original Equipment Manufacturer

OS	     Operating System

OSS	     Open Source Software

PaaS	     Platform as a Service

PDF	     Portable Document Format

PII	     Personally Identifiable Information

PIN	     Personal Identification Number

PnP	     Plug and Play

PoC	     Proof of Concept

QoS	     Quality of Service

RAM	     Random-Access Memory

RDP	     Remote Desktop Protocol

ROM	     Read-only Memory

RSS	     Really Simple Syndication

SaaS	     Software as a Service

SDK	     Software Development Kit

SEO	     Search Engine Optimization

SFTP	     Secure File Transfer Protocol

SLA	     Service Level Agreement

SME	     Subject Mater Expert

SMTP	     Simple Main Transfer Protocol

SOAP	     Simple Object Access Protocol

SQL	     Structured Query Language

SSE	     Server-Side Encryption

SSID	     Service Set Identifier

SSL         Secure Sockets Layer

SSO        Single Sign-on

TCP	    Transmissions Control Protocol

TCP/IP	   Transmission Control Protocol/Internet 
                Protocol

TLD 	    Top-level Domain

TLS	    Transport Layer Security

UAT	    User Acceptance Testing

UDDI	   Universal Description, Discovers, 
                and Integration

UI	   User Interface

URL	   Uniform Resource Locator

USB	    Universal Serial Bus

VPN	    Virtual Private Network

WAF	    Web Application Firewall

WAN	    Wide Area Network

WAP	   Wireless Access Protocol or Wireless 
                Access Point

WCM 	   Web Content Management

WEP	    Wired Equivalent Privacy

WiFi	   Wireless Fidelity

WLAN	   Wireless Local Area Network

WPA	    WiFi Protected Access

WSDL	    Web Services Description Language

www	    World Wide Web

XML	   Extensible Markup Language


